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Selective medical image encryption based on LSB and lifting wavelet transform
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[ Abstract] As an important information carrier, the security of digital images has received more and more attention, and the image
encryption algorithm has therefore become a research hotspot. As a special digital image, medical image contains the patient’s private
information, and it is particularly important to encrypt it securely. This paper focuses on the authenticity and integrity of medical
encrypted images, and proposes a visual lossless information hiding algorithm based on the least significant bit algorithm. First, the
medical image is divided into regions of interest and regions of non—interest through a threshold segmentation algorithm, and then
the upper four bits of the pixels of the region of interest are embedded into the region of interest through the least significant bit
steganography. The lifting wavelet transform is performed to generate low—frequency components, and the generated low—frequency
components are scrambled by the chaotic system and then reconstructed by wavelet. Experimental simulation and analysis show that
the algorithm has better information decryption advantages. While ensuring security, the peak signal—to—noise ratio and structural
similarity of the decrypted images are significantly improved.
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Fig. 1 Wavelet lifting process
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Fig. 3 Image decryption scheme
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